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(VEA) & Cyber

Vulnerable Vehicle Diagnostics

Diagnostic and maintenance
systems are frequently
connected to trucks.

Who has access to the vehicle?
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Vehicle Electronics and Architecture

Challenges (VEA) & Cyber

* Unknown and uncontrolled diagnostic systems are trusted on
the J1939 network

e Technicians frequently connect to the Internet to update
software S o

File Home Share View o

o Diagnostic SOftwa re is « v 1 > This PC > Local Disk (C:) > Windows » v O O Search Windows

~ [RP1210Support]

ertte N tO commun |Cate Recordfile ~ O s APIImplementations=DPA4PMA,UDIF32,

DGDPA5SMA ,CMNSIM32 ,CIL7R32

* RepTemp —
A pyw.exe
through the RP1210 API. "temp $regedit.exe
Users |#] ResMessage.dll

— Started with Windows 3.1 Windows 1% RP121032ini

=y home (\\nasstore2.¢ 2+ | RP121064.INI
— User selects driver with @ Network B MR iy

|nformat|0n |n an INI flle 134items 1 item selected 78 bytes ’?‘L——

 Remote attackers only need access to the dlagnostlcs PC to
perform a cyberattack. --
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Approach: Use a Secure Gateway
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Requirements

Vehicle Electronics and Architecture

(VEA) & Cyber

System Requirements

SR1: Maintain compatibility with
existing J1939 Architectures

SR2: Provide a solution that is
agnostic of the vehicle diagnostic
adapter.

SR3: Enable offline diagnostics
sessions.

SR4: Store CAN Data Logs based on
event triggers.

Cybersecurity Requirements

CR1: Use unique key material so any
key leakage does not compromise other
systems.

CR2: Use secure storage hardware for
private key storage on the vehicle.
CR3: Use existing best practices for

cryptographic implementations
—  AES-128 for symmetric encryption
— EEC P256
— New or untested ciphers shall not be used.

CR4: Any sensitive key material should
be encrypted for storage.
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Hardware Prototype Design and Realization (VEA) & Cyber
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Vehicle Electronics and Architecture

Software Components (VEA) & Cyber

* Embedded Firmware * Proof of Concept Secure

— Provision RP1210 App

— Write Configuration — Python/PyQt5

— Executable Firmware — Requests for APl Connection

@ InvenicleCryptographicGateway | Arduino 18.12
File Edit Sketch Tools Help

shagsbiepp | sha2seh

i 5
362/// print byte
Serial.p

(aes key, sizeof (aes key));
In("Initialization Vector: "); > l
print_bytes(init vector, sizeof (init_vector));

e B

/11939 PGNs \/ 11939 SPNs \/ 11939 Diagnostic Codes \/ 11939 Freeze Frames \/  Unified Di

B | Select RP1210 ? et

System RP1210 Vendors:

366 atecc.readPublicKey () ; Request Buttons ltem  Value DGDPASMA - DG Technologies DPA 5 Multi Application v
. : . " . FERTI
! Serial.p In("Stored PUbll“_‘ Key: "); Request VIN Compbonent Information Available RP1210 Vendor Devices:
print_bytes(atecc.storedPublicKey, sizeof (atecc.storedPublicKey) ); S p— P 2: DG DPA 5 Pro (MA) USE, DG DPA 5 Pro (MA) USB,USB o
atecc.ECDH (atecc.storedPublicKey, ECDH OUTPUT IN TEMPKEY, 0x0000, true); q P! .
- - = D|sta nce Data Available Device Protocols:
37 (
> Request Software ID
CAN: CAN Network Protocol ~ | @i

// Add the ATECC Encryption Scheme here and update the value of the ECU Time Data

Request ECU Distances Available Speed Settings

//anryptcd aes_key
Auto ~

373 atecc.AES ] _encrypt (aes_key, OxFFFF, false) ; Request ECU Hours
374 memcpy (&encrypted key[0], &atecc.RES buffer[0],16); ey Desired Channel
efres| ata
Serial.p In("Encrypted AES Session Key: "); 1 >

print_bytes (encrypted key, sizeof (encrypted key) ); Cancel
v (own public key,atecc.publicKey64Bytes, sizeof (own public key));
ntln ("Own Public Key: ");

print_bytes(own_public key, si

379 Serial.pr Welcome, Ground Vehicle Systems Engineers

f(own_public _key));
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Core Concept: Encrypt CAN from J1939 to Application Vehicle Electranics a"d(\f\ErZ)thSEZi

Receve J1939 CAN ID DLC J1939 Data

Message (4 Bytes) {1 Byte) (8 Bytes)

Pack CAN D DLC | Counter CAMN Data CRC16
Massage (4 Byles) (1 Byte) | (1 Byte) (8 Bytes) (2 Bytes)

Encrypt Packed

Message +
11-Bit CAN 1D Cipher Text Dala
P
(0x200) (First 8 Bytes) Send First Part
_ 11-Bit CAN ID Cipher Text Data
Send Second Pan (0x201) (Last 8 Bytes)

Separating a J1939 Frame into two 8-byte frames for AES-128 blocks
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(VEA) & Cyber

7 _
Turn on Red LED

v

Read Serial
Number from
ATECCG08a

!

Is the Quit.
ATECC608 —NOo—- Device needs
Locked? provisioned.

Encryption Setup

ves
v

Calculate ATECC Calculate

e key P [ Sraczse st of Make sure device is provisioned;

! v . .
S g | [Sh P If provisioned, use the hardware

L

Calculate a Shared Secret
using Elliptic Curve
Diffie Hellman

* Session ?
= '8
Load 32-byte
Random Number
from ATECC608 AES encrypted

Initialization Session Key
l Vector
Start Vehicle CAN Initialize the AES-128
at 250,000 bps Symmetric Cipher in )
Cipher Block Chaining Encyptor |
+ (CBC) Mode
Start Diagnostics
CAN at 1Mbps |
sent_init_vector = false;
1Nt 3 D 1
i sent_encrypted_key = false; ecryptor

sent_public_key = false;
sent_signature = false;
heart_beat rx_timer =0;
l vehicle_rx_timer = 0;

Set flags and
timers to zero

diagnostics_rx_timer = 0;

Start Loop



Gateway-PC Communication Strategy

Vehicle Electronics and Architecture

(VEA) & Cyber

1.

Cryptographic Gateway

Generate Random
- Initialization Vector
- Session AES Key

Encrypt Session Key

Wait for Crytpo Data Request
Start Session

Reflect Heartbeat

Encrypt Vehicle Traffic
Decrypt Application (VDA) Traffic

2.

PC Diagnostics App

Connect RP1210 with CAN at 1Mbps

Request Crypto Data
— Gateway Public Key
— Initialization Vector
- Encrypted Public Key

Start Session
Send Heartbeat

Decrypt Gateway Traffic
Encrypt Application Traffic




Interrupt Service Routines

Received Vehicle
CAN/J1939 Message

v

Toggle Amber LED

Has the
Heartbeat
Message
Arrived?

Yes

v

Has the
Initialization Vector
been sent?

v No
Yes

¥

Has the

Encrypted Key »—No
Been Sent? } y

'

Turn off
Yes Green
* LED

j [
—No-
Yes

v o

Has the
Signature been
sent?

Has the
Public Key
been sent?

ves
v

Copy the vehicle
CAN message into
wvehicle_plaintext

Send

vehicle_ciphertext

in 2 CAN frames
with IDs

0x20x and Ox20y

Encyptor *

End Routine | --g—

v

Isita
Heartbeat?

Isita
Request?

hio

Is it an
Abort
command?

No
\d
Is it

Encrypted
data?

No

l

End Routing |-

Received Diagnostic
Adpapter Message

ves Process
® Heartbeat

\d

Is
Heartbeat
Valid?2

Yr'es
v

Send Return
Heartbeat

Send
—Yes» Requested
Data

v

Set sent flag to true
for requested data

Restart the Secure
Gateway

i.e. generate new
session)

-Yes—p (

—Yes—p-

Decryptor

l

Copy the
diagnoistics_plaintext
into the vehicle CAN

Message Send Queue

Vehicle Electronics and Architecture

(VEA) & Cyber

CAN messages are handled using ISRs
Special messages:

Heartbeat

Requests

Abort

Initialization Vector

Encrypted Ephemeral Session Key
Encrypted data
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Secure bateway Module Installation (VEA) & Cyber
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Vehicle Electronics and Architecture

(VEA) & Cyber

* Attacks were implemented with two entry points
1. DLL Driver

e Corrupt Shim DLL intercepts messages between the Diagnostic PC and
the VDA, changes the data and passes the changed data

Test Results

e Shim DLL works in conjunction with the vendor-supplied DLL
2. VDA Firmware

*  Compromised VDA with modified firmware that does not faithfully
transfer the message traffic between the vehicle network and the PC

e Attacks are representative of Man-in-the-Middle attacks
e Attacks target two types of messages

— Single Frame J1939 Messages
— Multiframe messages using the 11939 Transport Protocol

* A representative PC Application provides the Diagnostic User Igterface
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Example of Compromising a Multi-Packet Message (VEA) & Cyber

B DG Tech

RP1210

A,
| WARNING | TRUSTUS

I

/11939 PGNs /11939 SPNs /" 11939 Diagnostic Codes \/” 11939 Freeze Frames \/ Unified Diagnostic Services /" Compone

Request Buttons ltem Value
Request VIN .
v Component Information

R EC tID ;

e e ¥ Cab Controller - Primary on J1939

Request Software ID VIN THVBBAAMIYHI14841%
Request ECLI Distances e Engine #1 an -J1939

VIN THVBBAAM1YH314841%

Request ECU Hours d |
——— v Distance Data |
2res a

v Cab Controller - Primary on J1939 '

23 July



Vehicle Electronics and Architecture

(VER) & Cyber

e Attacks sought out VIN and source address patterns to affect
traffic

* Followed well understood J1939 and RP1210 definitions
e All data passing through RP1210 can be logged and exfiltrated

— Reveal operational readiness

Mitigations

* When AES encrypted, all session data is patternless
— No pattern matching attack could work
— Exfiltration is also meaningless

23 July



Secure Diagnostics Testbench Results

Correct Engine Control Module Data
Vehicle VIN: 1XKYDP9X7FJ469058*
Engine Hours of Operation: 1199.75

Attack Scenario

N | EE mm |;| P

/31939 PGNs \/ 11939 SPNs \/ 11939 Diagnostic Codes \/ 31939 Freeze Frames \/ Unified Diagnostic Services \/ Comp

eSLiuiin Value
VIN nformation

ATTACK X7FJ469058*

[Engme Hours

ATTACK X7FJ469058*

ata

on J1939

tion Total Vehicle Distance 51301.6018 miles
icle Distance 51301.56 miles

143165576.50

v ECU Tim

~ Engine #1 on J1939
Total Engine Hours of Operation 143165576.50 hours
Total Vehicle Hours 3107.75 hours

Vehicle Electronics and Architecture

(VEA) & Cyber

Secure Diagnostics Attack Mitigation

| ::::ul;l\\

/ 11939 PGNs \/ 71939 SPNs \/ 11939 Diagnostic Codes '\ 11939 Freeze Frames \/ Unified Diagnostic Services \/ Com

Request Buttons ltem Value

R st VIN .

i v Component Information
v Brakes - System Controller on J1939
Request Software D Make BNDWS
Model ECBOATC

Request Component ID

Request ECU Distances

2W46150745
V | N AAAIDD0032*AAAMOD003E*B
1XKYDP9X7FJ469058* e
I Model MX

Serial 6U13D13

Software PC4_1284PAC 2%

Unit Y06698500000000

VIN 1XKYDPIXTFI469058*

Engine Hours
1199.75

tal Vehicle Distance 51301.6018 miles
ce 51301.56 miles

v ECU Time D
v Engine #1 0n J1939

Total Engine Hours of Operation 1199.75 hours
Total Vehicle Hours 3106.55 hours
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(VEA) & Cyber

* Vulnerabilities exist in heavy vehicle diagnostics systems.
— VDA Firmware Updaters

Summary of Key Points and Contributions

— Shim DLLs to wrap authentic drivers

* Connections of diagnostic services and hardware must be included
in threat assessments.

e Access to VDA hardware and firmware show unique attacks
* Proposed Solution Highlights

— PC Diagnostic Application communications are encrypted

— Share ephemeral symmetric session keys using ECDH

— Secure private key storage with the ATECC608 hardware security module
— Solution can be retro-fitted to existing vehicles in the field

— Open source physical hardware prototype
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